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\:I| Verity The Vote - Indiana

www.verifythevote.org

To: All IndianaDemocratic and Republican Party County Chars'
Regarding: Are you prepared to verify the vote in the upcoming election?

Verify the Vote - Indiana is anon-patisan organization working for legisation tha will require the use
of voter-verified pgoe bdlots and automatic pod-election audits for al Indianacounies. We hopethat
pog-election audits, in future, will congst of randomy selecting a small number of precinas from
each county and hand-couning the voter-verified pgoe bdlots cast in those precincs to determine
whether the electronic voting system counted and tallied the votes correctly.”

Important: Thefact that we advocte pog-election audits should not betaken as criticism of our
experienced, professiond, honest Indiana County Clerks. We have spoken with member's of the Boards
of Electionin three Indianacounies, and the more we learn aboutthe complexity of conduding
elections the more we respect the County Clerks and the members of the Boardsof Election. Errors
can and do, however, occur in any human enterprise. Computerized voting system problems can occur
as aresult of an error in the software program provided by the vendar; an error when theelectionis set
up onthe county computer; an error in theingructionsprovided to voters; an error when results from
thevoting machines are tranderred to the central tabulator computer that addsup all of thevotes; or an
error in howthe system tallies the votes. We bdieve in adightvariation on President Rondd Reagan®
sage advice - we bdieve tha citizens should O'rug and verifyOour democratic el ections

At present, thereis no Indianalaw tha requires automatic audits of electionsbso the only option
available to citizensand candidates to doublke-check tha thereported electionresults are accurate is
recouns.

Our undestanding of Indianaelectionlaw is tha candidaes may request arecountif they have agoad-
faith bdief tha theelection result as reported could bewrong? It isthe opinion of Verify the Vote —
Indiana tha the only valid reason for a candidate to request a recountis to ascertain thewill of Indiana
voters. A recountshould never berequested for afrivolousreason. Further, recount should never be
requested as a Gtrategic moveO- as an attempt to countthevotesin away that benefits a particular
candidae or party.

Why are we issuing this letter? In a recent Indianaelection, a candidae who had requested a recount
was notinformed aboutall of his optionsfor arecountonthevoting system in question, and did not
know theright questionsto ask. We want all candidaes to know more aboutthe questionsthey can and
should ask.

Also, we findthat there is profoundmisundestanding aboutthetypes of errors tha can occur on
computerized voting systems. In the past, recount have been limited to races in which there was a
narrow margin between the QuvinngOand Qoser,Owhich made sense when paper bdlots were hand-
countd. On electronic voting systems, however, one error in acomputer program is multiplied by the
total number of voters who use tha program, and recounts may reverse the election result even when
thereisalargeggp beween vote totals. For example, in the May 2006Primary Electionfor County
Recorder in Pottawotamie County, lowa, an initial machine countindicated tha candidae Duran had
received 55% of the votes to candidate Sciortino®44% Not worth a recount? When County Auditor
Marilyn Jo Drake hand-counied the same set of optical scan bdlots, candidate Sciortino had received
85% of the votes cast, while candidae Duran had only 14%. At this point Drake stopped the machine



count called the Secretary of State's office, and talked to her county Board of Supevisors requesting
permission to hand-countall of the county's bdlots. The state and county gave Drake pemission to do
the hand-count it was carried outthe day after theelection, and candidate Sciortino won handily.* The
same problems that can occur with optical scan voting systems can also occur in direct-record
electronic voting systems!

Because of this potential for small errors to have largeresults, we bdieve tha questionable election
results should trigge arecount

Our advice to Indiana County Chars - work with your County Clerk, Board of Elections candidates,
and with the voting machine vendors to befully informed aboutyour optionsfor requesting and
conduding recounts. We recently spokewith Steve Shamo of Microvote, who told ustha he
recommendstha candidates contact his company directly to determinethdr optons We hopetha
other voting machinevendors BDsuch asES& S, Diebold/Fidlar, and Voting Technologies International
feel smilarly.

Recountbasics: If your county uses an optical scan bdlot system, then you can peform acomplete
recountof those bdlots. If your county uses a direct-record electronic system, you can till perform a
meaningful audit (even thoughyou can never be guaranteed tha the voting machines recorded the
votes as thevotersintended).

Ask questionsaboutbdlot & machine security. Be sure to double-check procedures for handling
optical scan bdlots: each bdlot should bevisudly ingected to make sure that it is notunreadable by
the scanne because it has been marred by over-votes, by marks tha are toolight, by erasures, or by
stray marks -- or because it has been folded or crumpled. If abdlotisfoundto be unreadable by the
machinefor any of these reasons a bipartisan team should create a new bdlot tha represents the intent
of thevoter so tha this bdlot can be scanned.

To prepare for the possibility of arecount, petitionyour County Clerk and/or the Indiana Secretary of
State® Office for detailed, written information aboutrecount on your particular voting system in
advance of theelection (if possible).

* Ask for clarification: Unde exactly what circumstances can arecountbe requested? By whomcan
arecountberequested Dby any candidae, by citizens?

*  Wha areadl of thetime limits onrequests for audits and recounts? Do thetime limits differ for
variousauditingfecouning options? When are thevoting machine memory bankserased? When is
thebdlot file used to countvotesin this election cleared from the machine?

*  When arequest for audit/recountis submitted to the Clerk, howlongwill it take for theaction to
begin?How longwill it take to complete?

* Exactly wha auditing and recounting opeaationsare possible onthe particular voting system(s)
used in your county? Y our county may use oneor more of thefollowing systems:

If your county uses a central-countoptical scan voting system: A central countoptical scan system
isonein which at least oneoptical scan reader is kept in the Clerk@ Office and bdlots are brought
to theoffice to be counted. First, deermineall of the paper trails tha can be produced by the
system. Central-countoptical scan voting systems should generate a report showing tha there were
zero votes on the system at the beginning of the scanning session and thetotal number of votes cast
for each precinct after all bdlots are scanned. Some optical scan voting systems store an image (a
picture) of each voter@ bdlot Bdoes yours? Some optical scan voting systems have severa
(nemory banksCtha store votes cast. All optical scan systems should generate Gaudit logOthat
show the date/time of all activities onthevoting system during the election. Keep in mind tha with

2




any optical scan voting system you can randomy select precincts and hand-countthebdlotsin
thoe precincts to make sure that thetallies reported by the central tabulator are accurate.” If the
hand-countand central tabulator counts disagree, then a hand-countof al optical scan bdlots cast
in your county should be conduded. Talk with your County Clerk and consault thevoting system
vendorfor complete information aboutyour system!

If your county uses a precind-countoptical scan voting system: A precinct-countoptical scan
system isonein which thereis at least oneoptical scan reader at each precind. At theend of
election day, results from each optical scan reader mug betrangerred to the central tabulator PC
that addsup all of thevotes at the Clerk@® Office. Theresults from each reader are usudly
tranderred via a cartridgeor memory card to the central tabulator PC. First, deermineall of the
pape trails tha can be produed by the system. Mog precinct-countoptical scan voting systems
will printasummary tapeat theend of election day showing all of thevotes cast in that precinct b
each summary tape should have a printed statement at thetop tha there were zero votes onthe
machineat the start of electionday. Y oushould inspect the summary tapes and request tha the
vote totals on some/all of thesummary tapes be added by hand to double-check that the tabulator
totals are accurate. Some optical scan voting systems store an image (a picture) of each voter@
bdlot Bdoes yours? Some optical scan voting systems have several Gnemory bankOthat store
votes cast, can the memory banks be accessed indgpendently Bin away other than simply printing
summary tapes asecondtime? ALL optical scan systems should generate Gudit logOthat have
date/time stamp for al activities onthevoting system during the election. For precinct-count
optical scan systems tha there are two phases of vote capture and vote couning: Theoptical scan
readers at each precinct and the central tabulator PC at the Clerk@ office. Y ou should ingpect audit
logsfor thereaders and thecentral tabulator in arecount Keep in mind, aso, tha with any optical
scan voting system you can randomy select precincts and hand-countthe bdlotsin those precincts
to make sure tha thetallies reported by the central tabulator are accurate.” If the hand-countand
central tabulator count disagree, then ahand-court of al optical scan bdlots cast in your county
should be conduded. Talk with your County Clerk and conault the voting system vendorfor
complete information aboutyour system!

If your county uses direct-record electronic voting machines: First, deermineall of thepaper trails
tha can be produed by the system. Each voting machine should print asummary tape at the end of
election day showing the votes cast on tha machine Beach summary tape should have a printed
statement at thetop that there were zero votes on the machine at the start of election day. In some
counies, precinct workers are asked to create a @recind tally sheetCtha shows the votes cast on
al of themachinesin that precinc and thetotal number of votes for all machines combined. Some
direct-record electronic voting machines Blike theMicrovote 464sPprint an internd audit tape as
voters cast ther bdlots during election day. Some direct-record electronic voting machines have
several nemory banksCtha store votes cast. Can the memory banks be accessed independently B
in away other than ssmply printing summary tapes a secondtime? ALL direct-record electronic
voting systems should generate @udit logthat have date/time stamp for all activities onthe
voting system during the election. Keep in mind, for direct-record voting machine systems, that
there are two phases of vote capture & vote couning: information from the voting machines at
each precina mug betranderred to the central tabulator PC tha addsup al of the votes at the
Clerk@ office. You should ingpect audit logsfor the readers and the central tabulator in arecount
Y ou should ingoect the summary tapes and request tha the vote totals on some/all of the summary
tapes be added by hand to doubke-check tha thetabulator totals are accurate. Unfortunaely, direct-
record electronic voting machinesin Indianado nat produce voter-verified pgpe bdlots, so you
cannotbe sure that the voting machine captured each vote as the voter intended. Y ou can, however,
request thoroughpog-election testing of the voting machinesin your county. (Pog-electiontesting
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should be as thoroughas an excellent pre-election test.®) Talk with your County Clerk and conault
the voting system vendorfor complete information aboutyour system!

Findly, prepare yourself and all citizensByou will not concede until you are confident that all votes
have been counted and thetallies are accurate. Once a candidate conaedes, the press and citizenswill
begin to perceive tha person astheloser. Campagn pog-mortems will begin, fingaswill be panted
and little attention may bepad to provisiond, spoiled, and absentee bdlots. Some citizenswill
condudethat their negative experience was just an oddity and won®report it. People who have
specific knowledgeabout problems with the election will shrugand walk away. The2004Harvard
Kennaly School of Government symposum on O/oting, Vote Capture & Vote CouningGsays this:
Cspeed and accuracy in determining the official tally are both achievable, but not smultaneoudy
possible. Provisiond bdlots may need to beevaluaed and added, and the process should be assessed
after thefact for irregularities (induding disenfranchisement, voter misinformation or intimidation).
Audits should take place soon after the election, and should be comprehengve. Theundficial returns
may bereleased soon after the election; buttime should betaken with the officia talies. Theeisno
way to get aguaanteed fast tally, which isacountthat is accurate as fast as posible. The public must
undestand tha every vote counts, and every vote should be counted. Promises or expectationsof
quick resolutionsshould be avoided, and the media (and political paties) mug notoverly stress
preliminary couns.8

Wha isthe cog involved in verifying election results? Our undestanding of IndianaElectionLaw is
that a pitiona for arecountmug pog abondfor at least $100to recountthefirst 10 precincs. The
cod of amore extengve recountdependsontheelectionreturns If, ontheface of theelection returns,
thedifference between the nunber of votes cast for the candidate nomnaed or elected and the
petitiona is notmore than 1% of thetotal votes cast for all candidaes then the amountof depost or
bondisincreased by $10for each precinct in excess of ten. If, however, ontheface of theéection
returns thedifference between votes cast for the candidate nomnated or elected and the piitione is
more than onepercent (1%) theamountof thedepodgt or bondshdl beinceased by onehunded
dollars ($100)for each precinct in excess of ten

Agan, we would like to emphasize tha it isthe opinion of Verify the Vote — Indiana tha theonly valid
reason for a candidae to request arecountisto ascertain thewill of Indianavoters. Recounts should
never berequested for afrivolousreason or as a strategic moveto bendfit a candidate or party.

We bdieve tha inheent in therightof citizensto cast thar votesis arightto have those votes countd
accurately. Voter confidence across the naion continues to drop. We urge candidaes, parties, election
officials and volunteers to act with the highest standards of integrity in the upcoming election and we
urgeyouto verify thevote.

Sincerely, for Verify the Vote — Indiana,

James Allison Carole Scifres
Tomi Allison Joanne Shank
William Berling Janet Cedar Spring
Susan Davis Gene Stoll
Cynthia Hoffman Rae Stoll

Contact usat: info@verifythevote.org
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We are serding this letterto all Demacratic Pary and RepublicanParty Chairs whose email addresseswe
canfind on the Indiana State party welsites We aremaking aneffort to place a phone call to those chairs
who arenot listed so we canserd the letter via email or snail mail. We will also serd this letter to State
Chairs of the Libertarian Party and the GreenParty.

Rardom Auditing of E-Voting Systems How Much is Enough? by Howard Starislevic.
http://www.votetrustusa.org/pdfs/V TTF/EV EPA uditing.pdf

No statemert in this documert should be construed aslegal advice. Consult alawyer!

Oo Much, Too Fag, More Than They CanChewO by John Gidem
http://www.votetrustusa.org/index.php?agption=com_conten&tak=view&i d=1378& Itemid=51

Rardom Auditing of E-Voting Systems How Much is Enough? by Howard Starislevic.
http://www.votetrustusa.org/pdfs/V TTF/EV EPA uditing.pdf

Guidelinesfor Creatng a Tes Deckof Ballots by John Washburn, Cerified Sdtware Engineer.
http://www.washburnresearchorg/archive/TedingGuidelinegGuidelineg-orCreaingTegBall ots.pdf
Indiama Election Code on recaunts: http://www.in.gov/ledslative/ic/codetitledarl2/ch6.html

The Voting, Vote Capture, and Vote Counting Symposium. June 1, 2004, Kemedy School of Governmert,
Harvard Universdty. http://desgnforvaluesorg/voting/




